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OpenSSLNTRU cryptography

OpenSSLNTRU adds the new PQ KEM to TLS 1.3.
Protocol flow: similar to Google-Cloudflare CECPQ2 experiment.

Higher performance than post-quantum component of CECPQ2.
New software for faster key generation. Also higher security.

NIST submission ntruhrss701 sntrup761

key+ciphertext traffic 2276 bytes 2197 bytes
keygen time 272028 cycles 166000 cycles (new)

enc time 26116 cycles 48780 cycles
dec time 63632 cycles 59120 cycles

PQ Core-SVP security 2125 2139

cyclotomic concerns yes no

used in CECPQ2 OpenSSLNTRU

kyber768: faster keygen but has cyclotomic concerns, consumes
2272 bytes, and is threatened by US patents 9094189 and 9246675.
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