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traditional Kummer surface
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2006 Gaudry: even faster.
25M for X(P), X(Q@), X(Q — P)
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Critical for 122716, 91320:

1986 Chudnovsky—Chudnovsky:
traditional Kummer surface

allows fast scalar mult.
14M for X(P) — X(2P).

2006 Gaudry: even faster.
25M for X(P), X(Q@), X(Q — P)
— X(2P), X(Q + P), including
oM by surface coefficients.

2012 Gaudry—Schost:
1000000-CPU-hour computation
found secure small-coefficient
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Ty Y2 22 1

V4 od

Hadamard

Hadamard

R

X X X
Y ooy
a’ a’ a

No

2 2 Q2
v v v Y
T4 Y4 24 T4




I_
— aP
ified):

)4036
30007
370007

02716
a_

148007

160007
nsup—
11320

Critical for 122716, 91320:

1986 Chudnovsky—Chudnovsky:
traditional Kummer surface

allows fast scalar mult.
14M for X(P) — X(2P).

2006 Gaudry: even faster.
25M for X(P), X(Q@), X(Q — P)
— X(2P), X(Q + P), including
6M by surface coefficients.

2012 Gaudry—Schost:
1000000-CPU-hour computation
found secure small-coefficient
surface over F5107 4.
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CM|Pila|ne
fast build yes |no |yes
any curve no |yes [no
many curves |no |yes |yes
secure curves |yes |yes |yes
twist-secure |yes |yes |yes
Kummer yes |yes |yes
small coeff no |yes |ye:s
fastest DH no |yes |yes
fastest keygen|no |[no |ye:s
complete add |no |[no |yes
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Strategies to build dim-2 J/F,
with known #J(Fy), large p:

CM |Pila|new
fast build yes |no |yes
any curve no |yes [no
many curves |no |yes |yes
secure curves |yes |yes |yes
twist-secure |yes |yes |yes
Kummer yes |yes |yes
small coeff no |yes |yes
fastest DH no |yes |yes
fastest keygen|no |no |yes
complete add |no |no |yes
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CM|Pila|Stn|new
fast build yes |no |yes|yes
any curve no |yes [no |no
many curves |[no |yes |yes|yes
secure curves |yes |yes |yes|yes
twist-secure |yes |yes |yes|yes
Kummer yes |yes |yes |yes
small coeff no |yes |[no |yes
fastest DH no |yes |no |yes
fastest keygen|no |[no |no |yes
complete add |[no |no |no |yes




z2 to ®3 Y3 23 U3

N 2 A 2

ard Hadamard
/Y /Y
A2 A2
D2

\¢ YNY Y Yy
X X X
$%¢ y

Strategies to build dim-2 J/F,,

with known #J(Fy), large p:

Hyper-a
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CM|Pila|Stn|new
fast build yes |no |yes|yes
any curve no |yes |no |no
many curves |[no |yes |yes|yes
secure curves |yes |yes |yes|yes
twist-secure |yes |yes |yes|yes
Kummer yes |yes |yes |yes
small coeff no |yes |[no |yes
fastest DH no |yes |no |yes
fastest keygen|no |no |no |yes
complete add [no |no |[no |yes

Typical
H : y? =

(% -
over Fy
J = Jac
surface
Small K
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Strategies to build dim-2 J/F,

with known #J(Fy), large p:

Hyper-and-elliptic-

CM|Pila|Stn|new
fast build yes |no |yes|yes
any curve no |yes [no |no
many curves |[no |yes |yes|yes
secure curves |yes |yes |yes|yes
twist-secure |yes |yes |yes |yes
Kummer yes |yes |yes |yes
small coeff no |yes |no |yes
fastest DH no |yes |no |yes
fastest keygen|no |[no |no |yes
complete add |no |no [no |yes

Typical example:
H:y?> = (z—1)

(z —1/2)(z -
over F, with p =
J = Jac H: traditi
surface K: traditic
Small K coeffs (21



Strategies to build dim-2 J/F,,

with known #J(Fy), large p:

Hyper-and-elliptic-curve cryj

CM|Pila|Stn|new
fast build yes |no |yes|yes
any curve no |yes |no |no
many curves |[no |yes |yes|yes
secure curves |yes |yes |yes|yes
twist-secure |yes |yes |yes |yes
Kummer yes |yes |yes |yes
small coeff no |yes |no |yes
fastest DH no |yes |no |yes
fastest keygen|no |no |no |yes
complete add |no |[no |no |yes

Typical example: Define
H:y?=(z—-1)(z+1)(z A
(z —1/2)(z +3/2)(z -
over Fp with p = 2127 _ 3¢
J = Jac H; traditional Kumt
surface K: traditional X : J
Small K coeffs (20 : 1 : 20 :



Strategies to build dim-2 J/F,

with known #J(Fy), large p:

Hyper-and-elliptic-curve crypto

CM|Pila|Stn|new
fast build yes |no |yes|yes
any curve no |yes [no |no
many curves |[no |yes |yes|yes
secure curves |yes |yes |yes|yes
twist-secure |yes |yes |yes|yes
Kummer yes |yes |yes |yes
small coeff no |yes |[no |yes
fastest DH no |yes |no |yes
fastest keygen|no |[no |no |yes
complete add [no |no |no |yes

Typical example: Define

H:y?>=(z—-1)(z+1)(z +2)
(z —1/2)(z +3/2)(z — 2/3)

over Fp with p = 2127 _ 309:

J = Jac H; traditional Kummer

surface K: traditional X : J — K.

Small K coeffs (20 : 1 : 20 : 40).



Strategies to build dim-2 J/F,

with known #J(Fy), large p:

Hyper-and-elliptic-curve crypto

CM|Pila|Stn|new
fast build yes |no |yes|yes
any curve no |yes [no |no
many curves |[no |yes |yes|yes
secure curves |yes |yes |yes|yes
twist-secure |yes |yes |yes |yes
Kummer yes |yes |yes |yes
small coeff no |yes |no |yes
fastest DH no |yes |no |yes
fastest keygen|no |[no |no |yes
complete add |no |no [no |yes

Typical example: Define

H : y?

=(z—1)(z+1)(z +2)

(z —1/2)(z+3/2)(z — 2/3)
over Fp with p = 2127 _ 309:
J = Jac H; traditional Kummer
surface K: traditional X : J — K.

Small

K coeffs (20 : 1 : 20 : 40).

Warning: There are typos in the

Rosen

formu

nain/Mumford /Kummer

as in 2007 Gaudry, 2010

Cosset, 2013 Bos—Costello—
Hisil-Lauter. We have simpler,

computer-verified formulas.
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wn #J(Fyp), large p:

Hyper-and-elliptic-curve crypto

. CM|Pila|Stn|new
d yes |no |yes|yes
/e no |yes |no |no

Irves |no |yes |yes|yes
urves |yes |yes |yes |yes
cure |yes |yes |yes|yes
r yes |yes |yes |yes
eff no |yes |no |yes
DH no |yes |no |yes
eygen|no |no |no |yes
e add [no |no |no |yes

Typical example: Define

H:y?=(z-1)(z+1)(z +2)
(z —1/2)(z +3/2)(z — 2/3)

over Fp with p = 2147 — 309;

J = Jac H: traditional Kummer

surface K: traditional X : J — K.

Small K coeffs (20 : 1 : 20 : 40).

Warning: There are typos In the
Rosenhain /Mumford /Kummer
formulas in 2007 Gaudry, 2010

Cosset, 2013 Bos—Costello—
Hisil-Lauter. We have simpler,

computer-verified formulas.

#J(Fp)
where £

1809251
4076074
2895314

Security

Order of
1215294
1225631
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(Want n
Switch t
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no
yes
yes
yes
yes
no
no
no

no

yes
no

yes
yes
yes
yes
yes
yes
yes
yes

Typical example: Define

H : y?

=(z—1)(z+1)(z +2)

(z —1/2)(z+3/2)(z — 2/3)
over Fp with p = 2127 _ 309:
J = Jac H: traditional Kummer

surface K: traditional X : J — K.

Small

K coeffs (20 : 1 : 20 : 40).

Warning: There are typos in the

Rosen

formu

nain/Mumford /Kummer

as in 2007 Gaudry, 2010

Cosset, 2013 Bos—Costello—
Hisil-Lauter. We have simpler,

computer-verified formulas.

#J(Fp) = 164

where £ is the prir
180925139433306
407607485536491
289531455285792

Security ~s 2122 3

Order of £ in (Z/1
121529416757478
122563150387.

Twist security & Z

(Want more twist
Switch to p = 212
cofactors 16 - 326¢
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Hyper-and-elliptic-curve crypto

| yes
no
| yes
| yes
| yes
| yes
yes
yes
yes

yes

Typical example: Define

H:y? = (z —1)(z + 1)(z +2)
(2 —1/2)(z +3/2)(z — 2/3)

over Fp with p = 2147 — 309;

J = Jac H: traditional Kummer

surface K: traditional X : J — K.

Small K coeffs (20 : 1 : 20 : 40).

Warning: There are typos in the
Rosenhain /Mumford /Kummer
formulas in 2007 Gaudry, 2010

Cosset, 2013 Bos—Costello—
Hisil-Lauter. We have simpler,

computer-verified formulas.

#J(Fp) = 164

where £ is the prime
18092513943330655534932¢
40760748553649194606010¢
28953145528579282967992:

Security ~ 212 against rho.

Order of £ in (Z/p)* is
12152941675747802266549(
122563150387 .

Twist security ~ 22,

(Want more twist security?
Switch to p = 2127 — 94825
cofactors 16 - 3269239, 4.)



Hyper-and-elliptic-curve crypto

Typical example: Define

H:y? = (z—1)(z +1)(z +2)
(z —1/2)(z+3/2)(z — 2/3)

over Fp with p = 2127 — 309;

J = Jac H; traditional Kummer

surface K: traditional X : J — K.

Small K coeffs (20 : 1 : 20 : 40).

Warning: There are typos in the
Rosenhain /Mumford /Kummer
formulas in 2007 Gaudry, 2010

Cosset, 2013 Bos—Costello—
Hisil-Lauter. We have simpler,

computer-verified formulas.

#J(Fp) = 164

where £ is the prime
18092513943330655534932966
40760748553649194606010814
289531455285792829679923.

2125

Security ~ against rho.

Order of £ in (Z/p)* is
12152941675747802266549093
122563150387 .

Twist security ~ 2.

(Want more twist security?
Switch to p = 2127 — 94825:
cofactors 16 - 3269239, 4.)
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example: Define

= (z —1)(z+1)(z + 2)
-1/2)(z +3/2)(z — 2/3)
with p = 2127 — 309:

H: traditional Kummer

K: traditional X : J — K.

coeffs (20 : 1 : 20 : 40).

. There are typos in the
in/Mumford /Kummer

in 2007 Gaudry, 2010
2013 Bos—Costello—
uter. We have simpler,
r-verified formulas.

#J(Fp) = 164

where £ is the prime
18092513943330655534932966
40760748553649194606010814
289531455285792829679923.

2125

Security ~ against rho.

Order of £ in (Z/p)* is
12152941675747802266549093
122563150387 .

Twist security ~ 2.

(Want more twist security?
Switch to p = 2127 — 94825:
cofactors 16 - 3269239, 4.)

Fast poi

Define F



-curve crypto

Define

2+ 1)(z + 2)
-3/2)(z — 2/3)
2120 309;

onal Kummer

nal X : J —= K.

) :1:20 :40).

re typos In the
rd /Kummer
saudry, 2010
-Costello—
nave simpler,

formulas.

#J(Fp) = 164

where £ is the prime
18092513943330655534932966
40760748553649194606010814
289531455285792829679923.

2125

Security ~ against rho.

Order of £ in (Z/p)* is
12152941675747802266549093
122563150387 .

Twist security ~ 272,

(Want more twist security?
Switch to p = 2127 — 94825:
cofactors 16 - 3269239, 4.)

Fast point-countin

Define F > = Fpls
r=(7+4i)°=3
s =159 4 5607; w
C:y?=rzd + sz
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#J(Fp) = 164

where £ is the prime
18092513943330655534932966
40760748553649194606010814
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Can't expect small-height coeffs.
. unless everything lifts to Q.



4. Simplify formulas for ¢
using, e.g., 2006 Monagan—Pearce
“rational simplification” method.

5. Find ¢: norm—conorm etc.

New: small coefficients

Much easier: We applied ¢> to
random points in H(Fy,) x H(Fy),
interpolated coefficients of ¢’.
Similarly interpolated formulas
for ¢; verified composition.

Easy computer calculation.
“Wasting brain power
is bad for the environment.”

K defined by 3 coetfs.
Only 2 degrees of freedom in E.

Can't expect small-height coeffs.
. unless everything lifts to Q.

Choose non-square A € Q;

distinct squares p1, 02, 03
of norm-1 elements of Q(v/A);

r € Q(v/A) with —p1p2p3 =7/7.

Define s = —r(p1 + p2 + p3).
Then rz3 + sz + 32 +7 =

r(z — p1)(z — p2)(z — p3).



lify formulas for ¢
g., 2006 Monagan—Pearce
| simplification” method.

L. norm—conorm etc.

New: small coefficients

isier: We applied ¢» to
points in H(F,) x H(Fp),
ted coefficients of ¢/
interpolated formulas
rifled composition.

nputer calculation.
g brain power
r the environment.”

K defined by 3 coetfs.
Only 2 degrees of freedom in E.

Can't expect small-height coeffs.
. unless everything lifts to Q.

Choose non-square A € Q;

distinct squares p1, 02, 03
of norm-1 elements of Q(v/A);

r € Q(v/A) with —p1pap3 =7/

Define s = —r(p1 + p2 + p3).
Then rz3 + sz2 + 52+ 7 =

r(z — p1)(z — p2)(z — p3).

Choose

and (B/,

has full

In many

Rosenha

A
have la
I,

both sql
so K Is
(Degene



as for ¢
Aonagan—Pearce
1tion” method.

onorm etc.

New: small coefficients

applied ¢@» to
H(Fp) x H(Fyp),
cients of ¢'.

ted formulas

position.

culation.
wer

ronment.”

K defined by 3 coetfs.
Only 2 degrees of freedom in E.
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K defined by 3 coetfs.
Only 2 degrees of freedom in E.

Can't expect small-height coeffs.
. unless everything lifts to Q.

Choose non-square A € Q;

distinct squares p1, 02, 03
of norm-1 elements of Q(v/A);

r € Q(v/A) with —p1pap3 =7/

Define s = —r(p1 + p2 + p3).
Then rz3 + sz2 + 52+ 7 =

r(z — p1)(z — p2)(z — p3).

Choose B € Q(v/A) with B
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Then the Scholten curve

(rB° + sB°B° + 386" + 7B
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New: small coefficients

K defined by 3 coetfs.
Only 2 degrees of freedom in E.

Can't expect small-height coeffs.
. unless everything lifts to Q.

Choose non-square A € Q;

distinct squares p1, 02, 3
of norm-1 elements of Q(v/A);

r € Q(v/A) with —p1pap3 =7/7.

Define s = —r(p1 + p2 + p3).
Then rz3 + sz + 32 +7 =

r(z — p1)(z — p2)(z — p3).

Choose B € Q(/A) with B ¢ Q
and (B/B)° ¢ {p1. p2. p3}-

Then the Scholten curve
(rB° + sB°B* +3BPB* +76°)y” =
7‘(1—Bz)6+s(1—,§z)4(l—ﬁz)2+
5(1 — B2)%(1 - Bz)* +7(1 — Bz)°

has full 2-torsion over Q.

In many cases corresponding

Rosenhain parameters A\, u, v

_1 _
have )\—“ and . JA =)

Z v(v —1)(A — u)
both squares in Q,

so K is defined over Q.
(Degenerate cases: see paper.)
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(@ = p2)(e = p3) (Degenerate cases: see paper.) coeffs (¢




ients Choose B € Q(V/A) with B ¢ Q Example: Choose
e and (B/B)° ¢ {p1. p2, p3}. p1 = ()%, p2 = ((
p3 = ((5+122)/13
s = 159 + 561, B
One Rosenhain ch

freedom in E. Then the Scholten curve
(rB° + sB°B* +3BPB* +76°)y” =

-height coeffs. r(1—Bz)°+s(1—Bz)*(1-Bz)*+

ing lifts to Q. _ — —
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Choose B € Q(v/A) with B ¢ Q
and (B/B)* ¢ {p1. p2. p3}-

Then the Scholten curve
(rB° + sBB* +3BPB* +76°)y” =
r(1—B2)0+s(1—Bz)*(1—Bz)%+

5(1 — Bz)?(1 — Bz)* +7(1 — Bz)°

has full 2-torsion over Q.

In many cases corresponding

Rosenhain parameters A, u, v

A 1) () —
have hla and pl(p = 1) )

v v(v —1)(A - u)
both squares in Q,

so K is defined over Q.
(Degenerate cases: see paper.)

Example: Choose A = —1;
p1 = (4)%, p2 = ((3+44)/5
p3 = ((5+4124)/13)%; r = 3
s = 159 4+ 561, B = 1.

One Rosenhain choice is
A=10, u =5/8, v =25.

Then )\7“ 12
g P DA—v) 1
v(iv — 1)\ —pn) 402

Larger example:

r = 3648575 — 156156001,
s = —40209279 — 3324552(
coeffs (6137 : 833 : 2275 : 2



Choose B € Q(VA) with B ¢ Q Example: Choose A = —1;
and (B/B)* ¢ {p1. p2. p3} p1 = (1)% p2 = ((3+44)/5)°,
p3 = ((5+124)/13)%; r = 334564,
s = 159 + 561, B = 1.
One Rosenhain choice is
A=10, 4 =5/8, v =25.

Then the Scholten curve

(rB° + sBB* +35BB* +78°)y* =
r(1—F2z)°+s(1—-F62)*(1—PBz)>+
5(1 - B2)*(1 - B2)* +7(1 - B2)°

A 1
has full 2-torsion over Q. Then M ~
1% 2
In many cases corresponding o w(p —1)(A —v) 1
Rosenhain parameters \, u, v v(iv — 1)\ —pu) 402
A (e —1)(A—v)
have 7 and v(v — 1)) — ) Larger example:
both squares in Q, r = 8648575 — 156156001,
so K is defined over Q. s = —40209279 — 332455204;

(Degenerate cases: see paper.) coeffs (6137 : 833 : 2275 : 2275).




3 € Q(vVA) with 5 ¢ Q
B)% ¢ {p1, p2. p3}.

e Scholten curve

;B4ﬁ2 _|_§B2ﬁ4 +ﬁ86)y2 _
) +s(1-B2)*(1-Bz)* +

)?(1 — Bz)* +7(1 — Bz)°

2-torsion over Q.

cases corresponding

In parameters A, u, v
, L)(A —
g Bl = 1A - v)

v(v —1)(A = p)
1ares in Q,

defined over Q.
rate cases: see paper.)

Example: Choose A = —1;
p1 = ()%, p2 = ((3+ 44)/5)%,

p3 = ((5+124)/13)%; r = 334564,

s = 159 4+ 561, B = 1.

One Rosenhain choice is

A=10, u =5/8, v =25.
)\,u 1

Then —
%

92
g P —1)A—v) 1
v(v—1)(A—p) 402

Larger example:
r = 8643575 — 156156001,
s = —40209279 — 332455201;

coeffs (6137 : 833 : 2275 : 2275).
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A) with B ¢ Q Example: Choose A = —1;

02, P37 pP1 = (i)z, oo = ((3+ 42')/5)2’
p3 = ((5+123)/13)%; r = 334561,

| curve | |
3254 +?,86)y2 _ s = 159 4+ 561, B = 1.
Bz)*(1—Bz)2+ One Rosenhain choice is
_ A=10, u=5/8, v =25.
)4+ 7(1 — Bz)° \ .
L

. Then — = —
wver Q en — ¥
responding T w(p — 1) (A —v) 1
ters \, 4, v v(iv —1) (A —uw)  40%
—1)(A —v)
_ 1)\ — w) Larger example:
, r = 8648575 — 156156001,
er Q. s = —40209279 — 332455204;

. see paper.) coeffs (6137 : 833 : 2275 : 2275).




¢ Q

3)y2
32)° +
- Bz)°

Example: Choose A = —1;

p1 = (1), p2 = ((3 + 49)/5)7,

p3 = ((5+124)/13)?; r = 334561,

s = 159 4+ 561, B = 1.

One Rosenhain choice is

A=10, u =5/8, v =25.
)\,u 1

Then —
%

2
g P —1)A—v) 1
v(v—=1)A—p) 40%

Larger example:

r = 36438575 — 156156001,

s = —40209279 — 3324552071;
coeffs (6137 : 833 : 2275 : 2275).




Example: Choose A = —1;

p1 = (1)%, p2 = ((3 + 44)/5)°.
p3 = ((5+124)/13)?; 7 = 334561,
s = 159 4+ 561, B = 1.
One Rosenhain choice is
A=10, u=5/8, v =25.

Larger example:

r = 38648575 — 15615600z,

s = —40209279 — 33245520z2;
coeffs (6137 : 833 : 2275 : 2275).




