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Generate random AES key.

Use AES key to encrypt packet.
Hash encrypted packet.

Read RSA key from wire format.
Use key to sign hash.

Read Bob's key from wire format.

Use key to encrypt signature etc.
Convert to wire format.

Plus more code:
allocate storage,
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Alice using NaCl:
= crypto_box(m,n,pk,sk)

32-byte secret key sk.
32-byte public key pk.

24-byte nonce n.
c Is 16 bytes longer than m.

All objects are C
std: :string variables

represented in wire format,
ready for storage/transmission.

C NaCl: similar, using pointers;
no memory allocation, no failures.
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pk = crypto_sign_keypair (&sk)
64-byte secret key,

32-byte public key.

sm = crypto_sign(m,sk)

64 bytes overhead.

m = crypto_sign_open(sm,pk)
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Initial key generation:
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64-byte secret key,
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64 bytes overhead.
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“This sounds too simplel
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Examples of applications
using NaCl's crypto_box:

DNSCurve and DNSCrypt,

high-security authenticated
encryption for DNS queries;

deployed by OpenDNS.
QUIC, Google's TLS replacement.

MinimaLT in Ethos OS,
faster TLS replacement.

Threema, encrypted-chat app.
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very conservative choices
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Speed

Crypto performance problems
often lead users to reduce
cryptographic security levels
or give up on cryptography.

Example 1: Google SSL
used RSA-1024 until 2013.

Security note:

Analyses in 2003 concluded
that RSA-1024 was breakable;
e.g., 2003 Shamir—Tromer
estimated 1 year, ~107 USD.
RSA Labs and NIST response:
Move to RSA-2048 by 2010.
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cryptographic security levels
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NaCl has no low-security options.

e.g. crypto_box always
encrypts and authenticates.
e.g. no RSA-1024;
not even RSA-2048.

Remaining risk:

Users find NaCl too slow =
switch to low-security libraries
or disable crypto entirely.

How NaCl avoids this risk:

NaCl is exceptionally fast.

Much faster than other libraries.
Keeps up with the network.
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NaCl has no low-security options.

e.g. crypto_box always
encrypts and authenticates.
e.g. no RSA-1024;
not even RSA-2048.

Remaining risk:

Users find NaCl too slow =
switch to low-security libraries
or disable crypto entirely.

How NaCl avoids this risk:

NaCl is exceptionally fast.

Much faster than other libraries.
Keeps up with the network.

NaCl operations per second
for any common packet size,

using AMD Phenom |l X6 1100T
CPU ($190 in 2011):
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NaCl has no low-security options.

e.g. crypto_box always
encrypts and authenticates.
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not even RSA-2048.
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or disable crypto entirely.
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CPU ($190 in 2011):
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Handles arbitrary packet floods
up to ~30 Mbps per CPU,
depending on protocol detalls.
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But wait, it's even faster!
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Oops, there's another risk:
users completely unaware
of how fast crypto can be.
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Oops, there's another risk:
users completely unaware
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Simpler, faster.
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Subsequent research: extensive
theoretical study of security of
Schnorr's system.

But patented. = DSA, ECDSA
avoided most improvements.

Patent expired in 2008.

EdDSA (CHES 20
Duif-Lange—Schw.

Use elliptic curves
—1-twisted Edwar:
= very high speec
natural side-chann

no exceptional cas

Skip signature cor
Support batch ver

Use double-size H
and include A as |

Generate R deterr
as a secret hash o
= Avoid PlayStat




5. Eliminate inversions for signer:
B°> = RAHRM)

Simpler, faster.

6. Compress R to H(R, M).
Saves space in signhatures.

7. Use half-size H output.
Saves space in signatures.

Subsequent research: extensive
theoretical study of security of
Schnorr’s system.

But patented. = DSA, ECDSA
avoided most improvements.

Patent expired in 2008.

EdDSA (CHES 2011 Bernst
Duif-Lange—Schwabe—Yang

Use elliptic curves in “comp
—1-twisted Edwards” form.

= very high speed,

natural side-channel protect
no exceptional cases.

Skip signature compression.
Support batch verification.

Use double-size H output,
and include A as input.

Generate R deterministically
as a secret hash of M.
= Avoid PlayStation disast:




5. Eliminate inversions for signer:

B°> = RAH(R.M)

Simpler, faster.

6. Compress R to H(R, M).
Saves space in signatures.

7. Use half-size H output.
Saves space in signatures.

Subsequent research: extensive
theoretical study of security of
Schnorr's system.

But patented. = DSA, ECDSA
avoided most improvements.

Patent expired in 2008.

EdDSA (CHES 2011 Bernstein—
Duif-Lange—Schwabe—Yang):

Use elliptic curves in “complete
—1-twisted Edwards” form.

= very high speed,

natural side-channel protection,
no exceptional cases.

Skip signature compression.
Support batch verification.

Use double-size H output,
and include A as input.

Generate R deterministically
as a secret hash of M.
= Avoid PlayStation disaster.




