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Important special case:
Given N, f € Z,

find all small r € Z

with large gcd{N, f — r}.

For N=2-3-5---4:
find all small r € Z

with many primes <y in f — 7.

Easily replace Z with Fg[z]
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For N=(z—a1) - (z— ap),
distinct ay, ..., an € Fy:
Find all small polys r

with many roots a; of f — 7.



te "Coppersmith”

yasis reduction finds all
with large gcd{N, f(r)}.

credits: 1984 Lenstra,

rest—Shamir, 1988 Hastad,

llée—Girault—Toffin,
ppersmith, 1997
re-Graham, 1997
n—Pomerance, 1998
mith—Howgrave-Graham-—
1999 Goldreich—Ron—
999 Boneh—Durfee—

/e-Graham, 2000 Boneh,
wgrave-Graham.

Important special case:
Given N, f € Z,

find all small r € Z

with large gcd{N, f — r}.

For N=2-3-5---y:
find all small »r € Z

with many primes <y in f — 7.

Easily replace Z with Fg[z]
in all of these methods;
history not summarized here.

For N=(z —ai)---(z — ayp),

distinct ag, ..., an € Fy:
Find all small polys r
with many roots a; of f — r.

List dec

"Reed-S
set of (7
where r

Decodin
given C -

Standar
Interpol:
C+ e =
Find all
and mar
For eacl

(r(@1),



rsmith’

“tion finds all
gcd{N, f(r)}.
)84 Lenstra,

ir, 1988 Hastad,

lt—Toffin,

, 1997

. 1997

nce, 1998
grave-Graham-—
dreich—Ron-—
h—Durfee—

, 2000 Boneh,
aham.

Important special case:
Given N, f € Z,

find all small r € Z

with large gcd{N, f — r}.

For N=2-3-5---4:
find all small r € Z

with many primes <y in f — 7.

Easily replace Z with Fg[z]
in all of these methods;
history not summarized here.

For N=(z —ai) ---(z — ap),

distinct ay, ..., an € Fy:
Find all small polys r
with many roots a; of f — r.

List decoding for |

"Reed-Solomon c
set of (r(ai),...,
where 7 € F4[z],

Decoding problem
given ¢ + e with I

Standard “list dec
Interpolate to find
c+e=(f(ay),..
Find all polys r wi
and many roots a
For each r evaluat



ham—

neh,

Important special case:
Given N, f € Z,

find all small r € Z

with large gcd{N, f — r}.

For N=2-3-5---4:
find all small »r € Z

with many primes <y in f — 7.

Easily replace Z with Fg[z]
in all of these methods;
history not summarized here.

For N=(z—a1) - (¢ — ap),

distinct ag, ..., an € Fy:
Find all small polys r
with many roots a; of f — r.

List decoding for RS codes

“Reed—Solomon code” C C
set of (r(ai),..., r(oy))
where r € Fy[z], degr < n

Decoding problem: find ¢ &
given ¢ + e with low-weight

Standard “list decoding” sol
Interpolate to find f € Fy|z
c+e=(f(a1) ..., f(an))
Find all polys 7 with degr <
and many roots a; of f —r
For each r evaluate

(r(a1), ..., r(oy)).



Important special case:
Given N, f € Z,

find all small r € Z

with large gcd{N, f — r}.

For N=2-3-5---4:
find all small r € Z

with many primes <y in f — 7.

Easily replace Z with Fg[z]
in all of these methods;
history not summarized here.

For N=(z —ai)---(z — ap),

distinct ay, ..., an € Fy:
Find all small polys r
with many roots a; of f — r.

List decoding for RS codes

"Reed-Solomon code” C C F:
set of (r(a1),..., (o))
where 7 € Fylz], degr < n —¢.

Decoding problem: find ¢ € C
given ¢ + e with low-weight e.

Standard “list decoding” solution:
Interpolate to find f € Fy|z| with
c+e=(f(ai) ..., flan)).

Find all polys r with degr < n —t¢
and many roots a; of f — 7.

For each r evaluate



1t special case:

feL
mall r € Z

e gcd{N, f —r}.

2.3.5...y:
mall r € Z

ny primes <y in f —r.

place Z with F;|z]
these methods:
ot summarized here.

(z—a1) - (z— ap),

small polys 7
ny roots a; of f —r.

List decoding for RS codes

"Reed-Solomon code” C C Fp:
set of (r(ay1),..., r(oy))
where r € Fy[z], degr < n —¢.

Decoding problem: find c € C
given ¢ + e with low-weight e.

Standard “list decoding” solution:
Interpolate to find f € Fy|z| with
c+e=(f(a1) ..., flan)).

Find all polys r with degr < n —t¢
and many roots a; of f — 7.

For each r evaluate

(r(a1), ..., r(oy)).

| owest-«
fastest ¢

[£/2] er

Unique ¢
trivially

{(B1r(c

Today:
classica

[o(aq, .
assumin;

g € Fyla

1970 Go

[o(. .., ¢
so actua



Ccase.

4
f—r}

y
/

<yinf—r.

ith Fy|z]
hods;
irized here.

---(iB—Otn),

ST
2 off—'r.

List decoding for RS codes

"Reed-Solomon code” C C F:
set of (r(a1),..., (o))
where 7 € Fylz], degr < n —¢.

Decoding problem: find ¢ € C
given ¢ + e with low-weight e.

Standard “list decoding” solution:
Interpolate to find f € Fy|z| with
c+e=(f(ai) ..., flan)).

Find all polys r with degr < n —t¢
and many roots a; of f — 7.

For each r evaluate

| owest-dimension:

fastest case, “unic
[t/2] errors. (196

Unique decoding ¢
trivially generalize

Today: unique de
classical binary C

assuming G; = g(«
g € Fylz], deg g =

1970 Goppa: g sq

[o(...,9) =T>(..
so actually correct



List decoding for RS codes

"Reed-Solomon code” C C Fp:
set of (r(ay1),..., r(oy))
where r € Fy[z], degr < n —¢.

Decoding problem: find c € C
given ¢ + e with low-weight e.

Standard “list decoding” solution:
Interpolate to find f € Fy|z| with
c+e=(f(a1) ..., flan)).

Find all polys r with degr < n —t¢
and many roots a; of f — 7.

For each r evaluate

(r(a1), ..., r(oy)).

| owest-dimensional lattices
fastest case, “unique decodi

|£/2] errors. (1968 Berlekar

Unique decoding and list de
trivially generalize to C =

{(B1r(a1), ..., Brnr(an))}.

Today: unique decoding for
classical binary Goppa coc
[o(ay,. .., an,g)=FyNC
assuming B; = g(a;)/N'(a
g € Fylz|, degg =1t, q € 22

1970 Goppa: ¢ squarefree =

Mo(....9)=Ta(..., g°%)
so actually correct ¢ errors.



List decoding for RS codes

"Reed-Solomon code” C C F:
set of (r(a1),..., (o))
where r € Fylz], degr < n —¢.

Decoding problem: find ¢ € C
given ¢ + e with low-weight e.

Standard “list decoding” solution:
Interpolate to find f € Fy|z| with
c+e=(f(ai) ..., flan)).

Find all polys r with degr < n —t¢
and many roots a; of f — 7.

For each r evaluate

Lowest-dimensional lattices =
fastest case, “unique decoding”,

|t/2] errors. (1968 Berlekamp)

Unique decoding and list decoding
trivially generalize to C =

{(B1r(a1), ..., Brnr(an))}.

Today: unique decoding for
classical binary Goppa code
[o(ay,. .., an,g)=F;NC
assuming B; = g(a;)/N'(a;),
g € Fylz|, degg =t, g € 2Z.

1970 Goppa: g squarefree =

Mo(....9)=Ts(..., g°%)
so actually correct t errors.



bding for RS codes

olomon code” C C Fj:

(a1),..., r(oy))

€ Fylz], degr < n —t.

g problem: find c € C
e with low-weight e.

1 “list decoding’ solution:

te to find f € Fgy[z] with

(flar), ..., flan)).

polys 7 with degr < n —t
Yy roots a; of f — 7.

7 evaluate

., r(an)).

| owest-dimensional lattices =

fastest case, “unique decoding”,
|£/2] errors. (1968 Berlekamp)

Unique decoding and list decoding
trivially generalize to C =

{(B1r(a1), ..., Brnr(an))}.

Today: unique decoding for
classical binary Goppa code
[o(aq,. .., an,g)=FyNC
assuming B; = g(a;)/N'(a;),
g € Fylz|, degg =t, q € 2Z.

1970 Goppa: g squarefree =

Ma2(...9) =Ta(.... 9°)
so actually correct ¢ errors.

Code-ba

Modern

Public k

tlgg x 1
Specifies
Key gen

Typically
e.g., n =

Message
{e € FJ
Encrypti

Use hasl
key to e



XS codes

bde” C C Fp:
r(an))

legr <n —1t.

- findce C
w-welght e.

oding” solution:
f € Fglz] with
. flan)).

th degr < n—t
7 of f —T.

e

).

| owest-dimensional lattices =

fastest case, “unique decoding”,
[t/2] errors. (1968 Berlekamp)

Unique decoding and list decoding
trivially generalize to C =

{(B1r(a1), ..., Brnr(an))}.

Today: unique decoding for
classical binary Goppa code
[o(ay,. .., an,g)=F;NC
assuming 3; = g(az)/N’(az),
g € Fylz|, degg =t, g € 2Z.

1970 Goppa: g squarefree =

Ma(....9) =Ta(.... 9°)
so actually correct t errors.

Code-based encryj

Modern variant of

Public key Is syste
tlgg X n matrix /
Specifies linear F}
Key gen: KerK =

Typically tlgg ~ (
e.g., n=q= 204

Messages suitable
{e € FT : #{i: e
Encryption of e is

Use hash of e as s
key to encrypt mo



| owest-dimensional lattices =

fastest case, “unique decoding”,
|£/2] errors. (1968 Berlekamp)

Unique decoding and list decoding
trivially generalize to C =

{(B1r(a1),...,Bnr(an))}.

Today: unique decoding for
classical binary Goppa code
[o(ay,. .., an,g)=FyNC

assuming B; = g(az)/NI(az),
g € Fy[z], degg =t, q € 2Z.

1970 Goppa: g squarefree =

Ma2(...9) =Ta(.... 9°)
so actually correct ¢ errors.

Code-based encryption

Modern variant of 1978 Mcl

Public key is systematic-forr
tlg g x n matrix K over F».
Specifies linear F"" — Ft ng
Key gen: KerK = rz(secret

Typically tlgg ~ 0.2n;
e.g.,n=q=2043, t = 40.

Messages suitable for encryg
{fecFl:#{i:e;=1} =t

Encryption of e is Ke € Ft L

Use hash of e as secret AES
key to encrypt more data.



| owest-dimensional lattices =

fastest case, “unique decoding”,
|t/2] errors. (1968 Berlekamp)

Unique decoding and list decoding
trivially generalize to C =

{(B1r(a1), ..., Brnr(an))}.

Today: unique decoding for
classical binary Goppa code
[o(ay,. .., an,g)=F;NC
assuming [3; = g(az)//\/’(az),
g € Fylz|, degg =t, g € 2Z.

1970 Goppa: g squarefree =

Ma(....9) =Ta(.... 9°)
so actually correct t errors.

Code-based encryption

Modern variant of 1978 McEliece:

Public key is systematic-form
tlgg x n matrix K over F».
Specifies linear F3 — Ft g9

Key gen: KerK = Fg(secret key).

Typically tlgg ~ 0.2n;
e.g., n=q=20438, t = 40.

Messages suitable for encryption:
{e € FJ : #{i . e; =1} =t}

Encryption of e is Ke € Ft g9

Use hash of e as secret AES-GCM
key to encrypt more data.



limensional lattices =
ase, ‘unique decoding’,
rors. (1968 Berlekamp)

lecoding and list decoding
generalize to C =

1), C ,ﬁnr(an))}.

unique decoding for
| binary Goppa code
o, g)=FyNC
s B = g(ai)/N'(a),
|, degg =t, q € 2Z.

ppa: g squarefree =

) =Ta(....9°)

lly correct t errors.

Code-based encryption

Modern variant of 1978 McEliece:

Public key is systematic-form
tlgg x n matrix K over F».
Specifies linear F3 — Ft g9

Key gen: KerK = Fg(secret key).

Typically tlgg ~ 0.2n;
e.g.,n=q=20438, t = 40.

Messages suitable for encryption:
{e € F} : #{i . e; =1} =t}

Encryption of e is Ke € Ft g9

Use hash of e as secret AES-GCM
key to encrypt more data.

McBits

Set new
for publi



| lattices =

ue decoding’”,
8 Berlekamp)

ind list decoding
to C =

r(an))}-

~oding for
yoppa code
=F>NC
;) /N (ei),
-t, g € 2Z.

uarefree =

. ,gz)
-t errors.

Code-based encryption

Modern variant of 1978 McEliece:

Public key is systematic-form
tlgg x n matrix K over F».
Specifies linear F3 — Ft g9

Key gen: KerK = Fg(secret key).

Typically tlgg ~ 0.2n;
e.g.,n=q=20438, t = 40.

Messages suitable for encryption:
{e € FJ : #{i . e; =1} =t}

Encryption of e is Ke € Ft g9

Use hash of e as secret AES-GCM
key to encrypt more data.

McBits objectives

Set new speed rec
for public-key cryf



coding

le

Code-based encryption

Modern variant of 1978 McEliece:

Public key is systematic-form
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Specifies linear F3 — Ft g9

Key gen: KerK = Fg(secret key).
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Encryption of e is Ke € Ft g9
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key to encrypt more data.

McBits objectives

Set new speed records
for public-key cryptography.
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Set new speed records
for public-key cryptography.
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. using code-based crypto
with a solid track record.

. all of the above at once.
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