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Abstract. This paper summarizes the impact of known attacks on the
stream ciphers submitted to eSTREAM. This paper focuses on “software
phase 3” ciphers and “hardware phase 3” ciphers, but it also discusses
the eSTREAM submissions that did not advance to phase 3.

1 Introduction

This paper looks back at three years of cryptanalysis of the stream ciphers
submitted to eSTREAM, the ECRYPT Stream Cipher Project. Which ciphers
have been broken? Which ciphers have survived cryptanalysis?

Section 3 summarizes the status of the “software phase 3” ciphers (CryptMT,
Dragon, HC, LEX, NLS, Rabbit, Salsa20, SOSEMANUK). Section 4 summarizes
the status of the “hardware phase 3” ciphers (DECIM, Edon80, F-FCSR, Grain,
MICKEY, Moustique, Pomaranch, Trivium). Section 5 summarizes the status
of ciphers that did not advance to phase 3 of eSTREAM (ABC, Achterbahn,
DICING, Frogbit, Fubuki, Hermes, MAG, Mir, Phelix, Polar Bear, ProVEST,
Py, SFINKS, SSS, TPy, TSC, WG, YAMB, and ZK-Crypt).

If a cipher has multiple versions, the versions are listed in the same section but
are otherwise treated as separate ciphers. For example, CryptMT v1, CryptMT
v2, and CryptMT v3 appear separately in my table of attacks in Section 3. Note
that eSTREAM’s “phase 3” ciphers are usually the newest versions of ciphers—
for example, CryptMT v3 is a phase 3 cipher, while CryptMT v1 and CryptMT
v2 are not.

Occasionally—especially in Section 5—there are disputes as to whether a
cipher is actually broken. Section 2 discusses what it means for a cipher to be
secure.

I also have a web page http://cr.yp.to/streamciphers/attacks.html
that includes non-eSTREAM ciphers. I intend to keep the web page up to date
after the end of eSTREAM, both for eSTREAM ciphers and for non-eSTREAM
ciphers.

* Permanent ID of this document: 83331cc746de71bc71540a0£372acbf6. Date of this
document: 2008.03.30. This work was supported by the National Science Foundation
under grant ITR-0716498.



1.1 Will all the unbroken ciphers stay unbroken?

Some of the eSTREAM submissions were published earlier than others—for
example, Rabbit first appeared at FSE 2003, while HC-128 first appeared in
June 2006—but all of the submissions have undergone considerable scrutiny by
cryptanalysts.

Maybe the cryptanalysts have missed something. Maybe better attacks will
be developed. Possible future attacks on eSTREAM submissions will inevitably
by the subject of speculation: “every previous RC4-style cipher is insecure, so
HC can’t possibly be secure”; “surely LEX will be broken by algebraic attacks”;
“SOSEMANUK is too complicated for any cryptanalysts to have really looked
at it”; “anything as simple as Trivium will inevitably be broken”; etc. But this
sort of speculation strikes me as increasingly silly if nobody is able to turn the
speculation into a working attack! This paper classifies ciphers according to the
expense of known attacks.

2 What does security mean?

This paper uses the standard definition of cipher security: a cipher is not secure
(“not a PRF,” say the theoreticians) if its output, given a uniform random
key, is distinguishable from a uniform random string. This section discusses the
definition in more detail.

2.1 Is a definition necessary?

In most cases, the definition of security doesn’t matter. A typical cipher attack is
acknowledged by the designer and leads to the designer withdrawing the cipher
proposal. Once a cipher has been withdrawn, the cipher is avoided by practically
all users, and the cipher’s actual security becomes a purely academic question.

There have, however, been several cases where the designer disputes the
attack, saying that the attack doesn’t actually break the cipher. Sometimes
the dispute is about whether the attack performs as specified, but sometimes
the dispute is about whether the specified performance constitutes a break. In
the latter cases it becomes important for the attacker, and for the designer, to
understand what security means.

2.2 Doesn’t an attack have to recover the key?

No. Attacks are not required to, and often do not, recover the key. Example: Wu
and Preneel showed that, out of 223 carefully selected nonces for Py, about 27
produce identical output streams, leaking a tremendous amout of information
about the corresponding plaintexts. This attack does not recover the Py key, but
it distinguishes the cipher output from uniform.

As another example, consider the cipher C' that expands a key k£ and nonce
n into the keystream C(k,n) = Hermes8F(MD5(k),n). Given a few bytes of



C(k,0), the Babbage-Cid—Pramstaller-Raddum attack on Hermes8F quickly
computes MD5(k) and therefore reveals C'(k, 1), C(k,2), etc. This attack does
not recover k, but it nevertheless distinguishes the cipher output from uniform;
C is not secure. Drawing a line between Hermes8F and C, on the grounds that

Hermes8F allows key recovery while C' (as far as we know) does not, would be
foolish.

2.3 Doesn’t an attack have to do more than distinguish from
uniform?

Novice cryptographers often criticize the standard definition and claim that a
distinguisher is merely a “theoretical” or “certificational” attack. This criticism
is fundamentally misplaced. The simple fact is that, at least for some plaintext
distributions, a distinguisher allows the attacker to check his guesses for the
plaintext, blatantly violating the privacy that encryption is meant to ensure.

Example: A user sends his stockbroker one encrypted message each day. On
special days, the plaintext says “BUY SHARES TODAY”; on other days, to
foil traffic analysis, the plaintext contains random garbage that the receiver will
throw away. In other words, on special days, the ciphertext xor “BUY SHARES
TODAY” is exactly the cipher keystream; on other days, the ciphertext xor
“BUY SHARES TODAY?” is random garbage. A distinguishing attack tells us
whether a string is keystream or random garbage, so it tells us which days are
special—at least with better probability than the attacker would otherwise have
had.

2.4 What if an attack needs many bytes of keystream?

Many ciphers require users to change keys after a limited amount of data. For
example, LEX users are required to use a key k for at most 232 nonces n, and to
use a pair (k,n) for at most 2° output blocks. Switching keys fairly frequently is
an annoyance for cryptographic protocol designers and implementors but isn’t
terribly expensive for the end user; as a designer I try to avoid such small limits
but I certainly can’t argue (and I haven’t heard anyone else argue) that these
limits make ciphers unusable.

Of course, if the user accepts only 32-bit nonces and stops generating data
after 22 output blocks, then there are only 2*! output blocks that the attacker
can ever see. The attacker’s job is to distinguish those 2*! output blocks from
uniform. “Attacks” that require more data simply don’t work.

Sometimes cipher designers have responded to attacks by pointing to specified
limits—or specifying new limits—on the amount of data generated from a key.
In these cases, I have noted those limits in my tables, and focused entirely on
the security of output generated within those limits.

2.5 What if an attack needs expensive computations?

Words such as “distinguishable” and “secure” are implicitly parametrized by
limits on the amount of computation that can be carried out by the attacker.



The best generic attack, the attack that a competent attacker will use if he
doesn’t know any better attack against a particular cipher, is a parallel brute-
force search for the key. Brute force can be run for a fraction as much time; its
chance of success drops linearly with the time spent. Brute force can also find
the keys for many different users in only marginally more time than finding the
key for 1 user. See my paper [27] for further discussion of the power of a parallel
brute-force key-searching machine.

Other attacks are pointless unless they are better than a parallel brute-
force search. An attack machine that costs as much as P parallel brute-force
key-searching circuits, that runs for T times as long as a key test, and that
targets U keys, each key having K bits, must succeed with probability more
than (approximately) PTU /2K ; otherwise an attacker will prefer brute force. A
surprisingly large number of the “attacks” in the cryptographic literature flunk
this simple requirement.

Some attacks are faster than brute force but still completely infeasible. The
cost of brute force grows exponentially with K, the number of key bits, and
for moderately large K is far beyond the resources available to an attacker. For
example, a brute-force search for a 256-bit SOSEMANUK key is inconceivable.
The Ahmadi—Eghlidos—Khazaei attack on SOSEMANUK is a billion times faster,
taking only 2225 simple operations, but is still far beyond any computation that
will ever be carried out. This attack did not stop SOSEMANUK from entering
phase 3 of eSTREAM.

The minimum acceptable security level is a matter of debate. It is clear that
eSTREAM officially allows 80-bit keys, at least for hardware ciphers; obviously
some cryptographers think that K = 80 makes brute force infeasible. It is not
clear whether eSTREAM will allow lower security levels. The recent Grain v1
attack by De Canniere, Kucuk, and Preneel at SASC 2008 is twice as fast as
a brute-force search for the 80-bit key; is Grain therefore considered broken? If
27 is not considered a break, what about 278, or 27°, or 2647 If 275 is considered
a break, what about 280 key tests for another cipher where each key test is a
hundred times faster?

I predict that future cryptographers will consider K = 80 a silly historical
mistake and will consider K = 128 uncomfortably risky. However, I realize that
this viewpoint is not yet universal, so I have used “broken” only for attacks
faster than 264 key tests.

2.6 What about side channels?

Cipher security is defined by the cipher output. Side-channel leaks from the
cipher computation are not contemplated; their dependence on implementation
details makes them qualitatively different from output-only attacks.

Of course, side-channel leaks are a serious real-world problem, as illustrated
by the Osvik—Shamir-Tromer theft of AES keys from a Linux disk-encryption
device via cache-timing side-channel attacks. Eliminating side-channel leaks can
drastically increase costs to the cryptographic user. However, cost issues are
outside the scope of this paper.



3 Software phase 3

The eSTREAM committee’s “Short report on the end of the second phase” says
“While our focus [for software| is on ciphers with 128-bit keys, we have retained
companion versions that support 256-bit keys.”

The following table shows the cost of the best attacks known against 128-bit
“software phase 3” ciphers; against 256-bit versions of those ciphers; and against
previous versions of those ciphers. “B-bit security” means that a known attack
has comparable cost to 27 key tests.

Security conjecture|Key size|Cipher
256-bit security| 256 bits|CryptMT v1
256-bit security| 256 bits|CryptMT v2
256-bit security| 256 bits|CryptMT v3
256-bit security| 256 bits|Dragon limited to 264 bits per key
256-bit security| 256 bits|HC-256
251-bit security| 256 bits|Salsa20/8
256-bit security| 256 bits|Salsa20/12
256-bit security| 256 bits|Salsa20/20
226-bit security| 256 bits| SOSEMANUK
128-bit security| 128 bits|CryptMT v1
128-bit security| 128 bits|CryptMT v2
128-bit security| 128 bits|CryptMT v3
128-bit security| 128 bits|Dragon limited to 264 bits per key
128-bit security| 128 bits HC-128
128-bit security| 128 bits|HC-256
128-bit security| 128 bits|LEX v1 limited to 26 bits per key
128-bit security| 128 bits|LEX v2 limited to 246 bits per key
withdrawn?| 128 bits|NLS v1
128-bit security| 128 bits|NLS v2 limited to 26 bits per key
128-bit security| 128 bits|Rabbit
128-bit security| 128 bits|Salsa20/8
128-bit security| 128 bits|Salsa20,/12
128-bit security| 128 bits|Salsa20/20
128-bit security| 128 bits| SOSEMANUK

The rest of this section discusses each of these ciphers in detail.

3.1 CryptMT

2005.04 [116] Matsumoto, Hagita, Nishimura, Saito proposed CryptMT v1; see
also 2005.12 [117] Matsumoto, Saito, Nishimura, Hagita for design notes. 2006.01
[118] Matsumoto, Saito, Nishimura, Hagita proposed CryptMT v2. 2007.01 [119]
Matsumoto, Saito, Nishimura, Hagita proposed CryptMT v3. Attacks:

e Brute force.



Non-attacks:

e 2005.11 [107] Khazaei, Shakour claimed an attack but later withdrew the
claim.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced CryptMT v3 as a “software phase 3” cipher.

3.2 Dragon

2005.04 [44] Chen, Henricksen, Millan, Fuller, Simpson, Dawson, Lee, Moon
proposed Dragon. Attacks:

e Dragon modified to output many more words of keystream: 2005.09 [58]
Englund, Maximov stated an attack; 2007.01 [47] Cho, Pieprzyk streamlined
the attack; 2008.02 Cho further streamlined the attack. 2005.10 [55] Dawson,
Henricksen, Millan, Simpson responded that the Dragon-256 documentation
had already recommended generating no more than 264 bits per key, making
the attack impossible.

e Dragon as specified: Brute force.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced Dragon as a “software phase 3”7 cipher.

3.3 HC
2005.04 [162] Wu proposed HC-256. 2006.06 Wu proposed HC-128. Attacks:

e H(C-128: Brute force.
e HC-256: Brute force.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced “HC-128 (HC-256)" as a “software phase 3” cipher.

3.4 LEX

2005.04 [35] Biryukov proposed LEX v1. 2006.03 [36] Biryukov proposed LEX
v2. Attacks:

e LEX vl1: 2005.09 [166] Wu, Preneel stated “If a key is used with about 26!
random IVs, and 20,000 keystream bytes are generated from each IV, then
the key could be recovered easily.” In response, designer withdrew LEX v1,
despite commenting that the attack does not have better price-performance
ratio than brute force.

e LEX v2 modified to output many more words of keystream: 2007.01 [57]
Englund, Hell, Johansson pointed out that N LEX nonces, each used for
B blocks, have probability approximately BN?/2'2® of producing identical
keystreams modulo shifts.



e LEX v2 as specified (N limited to 232 and B limited to 2?): Brute force. The
Englund—Hell-Johansson collisions have chance approximately 1/255.

Non-attacks:

e 2006.08 [160] Wang, Wang, Wang claimed an attack but later withdrew the
claim.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced LEX as a “software phase 3” cipher.

3.5 NLS

2005.04 [140] Rose, Hawkes, Paddon, de Vries proposed NLS v1. 2006.03 [79]
Hawkes, Paddon, Rose, de Vries proposed NLS v2. Attacks:

e NLS v1: 2006.01 [45] Cho, Pieprzyk stated an attack. The designers appear
to have withdrawn NLS v1 in response, although the record does not make
this clear. See also 2006.08 [125] McDonald, Hawkes.

e NLS v2 modified to output many more words of keystream: 2006.09 [46]
Cho, Pieprzyk stated that “NLSv2 is distinguishable from a random stream
cipher after observing around 27 keystream words.” This distinguisher has
only about one chance in a billion of succeeding within 26 bytes.

e NLS v2 as specified: Brute force.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced “NLS v2” as a “software phase 3” cipher. The NLS specification had
also proposed an optional authenticator, but the eSTREAM committee wrote

“Poor performance of the authentication component means that we no longer
consider this feature in eSTREAM.”

3.6 Rabbit

2003 [38] Boesgaard, Vesterager, Pedersen, Christiansen, Scavenius proposed
Rabbit. 2005.04 [39] Boesgaard, Vesterager, Christensen, Zenner proposed Rab-
bit for eSSTREAM. Attacks:

e Brute force.
Non-attacks:
e 2006.12 [9] [10] Aumasson stated a completely undetectable “bias” of Rabbit.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced Rabbit as a “software phase 3” cipher.



3.7 Salsa20

2005.04 [26] Bernstein proposed Salsa20/20. 2006.02 [29] Bernstein proposed
reduced-round ciphers Salsa20/8 and Salsa20/12. Smaller numbers of rounds
have also been considered as cryptanalytic targets. Attacks:

256-bit Salsa20/5: 2005.10 [50] Crowley reported a 2'%5-operation attack.
2006.12 [59] Fischer, Meier, Berbain, Biasse, Robshaw reported a much faster
attack, clearly breaking Salsa20/5.

256-bit Salsa20/6: 2006.12 [59] Fischer, Meier, Berbain, Biasse, Robshaw
reported a 2177-operation attack. 2007.01 [149] Tsunoo, Saito, Kubo, Suzaki,
Nakashima reported a much faster attack, clearly breaking Salsa20/6.
256-bit Salsa20/7: 2007.01 [149] Tsunoo, Saito, Kubo, Suzaki, Nakashima re-
ported a 2'¥%-operation attack. 2007.12 [11] [12] Aumasson, Fischer, Khazaei,
Meier, Rechberger reported a 2!%!-operation attack. (This operation count
comes from the 2008.03.14 update of the paper.)

256-bit Salsa20/8: 2007.12 [11] [12] Aumasson, Fischer, Khazaei, Meier, Rech-
berger reported a 22°!-operation attack. (This operation count comes from
the 2008.03.14 update of the paper.)

256-bit Salsa20/9 and above: Brute force.

e 128-bit Salsa20/7: 2007.12 [11] [12] Aumasson, Fischer, Khazaei, Meier, Rech-

berger reported a 2''l-operation attack. (This operation count comes from

the 2008.03.14 update of the paper.)
128-bit Salsa20/8 and above: Brute force.

Non-attacks:

2005.09 [112] Li, 2005.10 [113] Li claimed distinguishing attacks against any
number of rounds of Salsa20. 2005.09 [28] Bernstein showed that the attacks
don’t work.

2008.02 [87] Hernandez-Castro, Tapiador, and Quisquater claimed various
“weaknesses” in Salsa20. 2008.02 [31] Bernstein showed that these “weak-
nesses” had already been eliminated by Salsa20’s diagonal constants.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced Salsa20 as a “software phase 3” cipher.

3.8 SOSEMANUK

2005.04 [22] Berbain, Billet, Canteaut, Courtois, Gilbert, Goubin, Gouget,
Granboulan, Lauradoux, Minier, Pornin, Sibert proposed SOSEMANUK.
Attacks:

2005.12 [1] Ahmadi, Eghlidos, Khazaei stated an attack on SOSEMANUK
taking “2%2¢ basic operations”; see also 2006.01 [150] Tsunoo, Saito, Shigeri,
Suzaki, Ahmadi, Eghlidos, Khazaei. Authors responded that SOSEMANUK
never claimed more than a 128-bit security level.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced SOSEMANUK as a “software phase 3” cipher.



4 Hardware phase 3

The eSTREAM committee’s “Short report on the end of the second phase” says
“While our focus [for hardware] is on ciphers with 80-bit keys, we have retained
companion versions that support 128-bit keys.”

The following table shows the cost of the best attacks known against 80-
bit and 96-bit “hardware phase 3” ciphers; against previous versions of those
ciphers; and against 128-bit versions of those ciphers. “B-bit security” means
that a known attack has comparable cost to 27 key tests.

Security conjecture|Key size|Cipher
128-bit security| 128 bits| DECIM-128
withdrawn| 128 bits|F-FCSR-8
128-bit security| 128 bits|F-FCSR-H
128-bit security| 128 bits|F-FCSR-16
128-bit security| 128 bits|Grain-128
128-bit security| 128 bits MICKEY-128 v1
128-bit security| 128 bits MICKEY-128 v2
withdrawn| 128 bits|Pomaranch (CJCSG) v1
withdrawn| 128 bits|Pomaranch v2
128-bit security| 128 bits|Pomaranch v3 limited to 254 bits per key
withdrawn| 96 bits|Mosquito
90-bit security| 96 bits|Moustique
withdrawn| 80 bits| DECIM v1
79-bit security| 80 bits|DECIM v2
80-bit security| 80 bits|Edon80 limited to 2% bits per key
withdrawn| 80 bits|F-FCSR-8
80-bit security| 80 bits|F-FCSR-H
80-bit security| 80 bits|F-FCSR-16
withdrawn| 80 bits|Grain v0
79-bit security| 80 bits|Grain v1
80-bit security| 80 bits MICKEY v1
80-bit security| 80 bits MICKEY v2
withdrawn| 80 bits|Pomaranch (CJCSG) v1
withdrawn| 80 bits|Pomaranch v2
80-bit security| 80 bits|Pomaranch v3 limited to 264 bits per key
80-bit security| 80 bits|Trivium

The rest of this section discusses each of these ciphers in detail.

4.1 DECIM

2005.04 [20] Berbain, Billet, Canteaut, Courtois, Debraize, Gilbert, Goubin,
Gouget, Granboulan, Lauradoux, Minier, Pornin, Sibert proposed DECIM v1.
2006.01 [21] Berbain, Billet, Canteaut, Courtois, Debraize, Gilbert, Goubin,
Gouget, Granboulan, Lauradoux, Minier, Pornin, Sibert proposed DECIM v2
and DECIM-128. Attacks:



e DECIM v1: 2005.07 [165] Wu, Preneel broke DECIM v1. In response, the
designers withdrew DECIM v1: “H. Wu and B. Preneel showed two serious
flaws in the stream cipher DECIM.”

e DECIM v2: 2008.03 [130] Nakagami, Teramura, Ohigashi, Kuwakado, Morii
reported an attack faster than brute force, skipping about 25% of the keys.

e DECIM-128: 2008.03 [130, §6] Nakagami, Teramura, Ohigashi, Kuwakado,
Morii stated that a similar attack “can easily apply” against DECIM-128.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced “DECIM v2 (-128)” as a “hardware phase 3” cipher.

4.2 Edon80
2005.04 [65] Gligoroski, Markovski, Kocarev, Gusev proposed Edon80. Attacks:

e Edon80 as originally specified: 2007.09 [85] Hell, Johansson stated an attack
against Edon80 using “2%° simple operations.” The designers disputed the
attack, saying that each “simple operation” is more expensive than 2'! key
tests. This dispute has not been resolved. (The paper does not give a clear
statement of what the “simple operations” are.)

e Edon80 modified to produce 26 keystream bits: Brute force.

Non-attacks:

e 2005.06 [88] Hong commented on the period of Edon80. I don’t see any
attacks stated here. See also 2005.07 [66] Gligoroski, Markovski, Kocarev,
Gusev; 2006.01 [64] Gligoroski, Markovski, Knapskog.

e 2007.01 [155] [156] Vojvoda, Sys, Jokay commented on the quasigroups used
in Edon80.

e 2007.09 [37] Bjorstad commented on the Edon80 S-box.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced “Edon-80” as a “hardware phase 3” cipher.

4.3 F-FCSR

2005.04 [25] Berger, Arnault, Lauradoux proposed F-FCSR-8. 2005.10 [6] [7]
Arnault, Berger, Lauradoux proposed F-FCSR-H and F-FCSR-16; see also
2007.01 [8] Arnault, Berger, Minier. Attacks:

e F-FCSR-8: 2005.07 [97] Jaulmes, Muller broke F-FCSR-8. In response, the
designers withdrew F-FCSR-8: “These attacks pointed out three weaknesses
on the algorithms. The first one is a bottleneck effect due to a big mistake
in our design.”

e F-FCSR-H: Brute force.

e F-FCSR-16: Brute force.

Non-attacks:



e 2008.02 Fischer, Meier, Stegemann discussed F-FCSR.
e 2008.02 Pousse, Minier discussed F-FCSR.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced “F-FCSR-H (-16)” as a “hardware phase 3” cipher.

4.4 Grain

2005.04 [86] Hell, Johansson, Meier proposed Grain v0. They later proposed
Grain v1. Hell, Johansson, Maximov, Meier proposed Grain-128. Attacks:

e Grain v0: 2005.10 [105] Khazaei, Hassanzadeh, Kiaei stated an attack on
Grain v0. 2006.01 [24] Berbain, Gilbert, Maximov stated an attack on Grain
v0. In response, the designers withdrew Grain v0: “We have now specified a
tweaked version by changing the output function. ... The old version ... is
not to be considered.”

e Grain v1: 2008.02 De Canniere, Kucuk, Preneel stated an attack speeding
up brute force “by a factor two.” See 2006.07 [108] Kucuk for preliminary
work.

e Grain-128 with initialization reduced to 180 out of 256 iterations: 2008.02
Fischer, Khazaei, Meier stated an attack 16 times faster than brute force.

e Grain-128 as specified: Brute force.

Non-attacks:

e 2008.02 De Canniere, Kucuk, Preneel stated various “related-key attacks”
on Grain vl.

4.5 MICKEY

2005.04 [16] Babbage, Dodd proposed MICKEY v1. 2005.04 [17] Babbage, Dodd
proposed MICKEY-128 v1. Babbage, Dodd later proposed MICKEY v2 and
MICKEY-128 v2. Attacks:

MICKEY v1: Brute force.
MICKEY-128 v1: Brute force.
MICKEY v2: Brute force.
MICKEY-128 v2: Brute force.

Non-attacks:

e 2005.08 [89] Hong, Kim asked how much entropy is lost by the MICKEY
state update. I see no reason to believe that this type of loss will produce an
attack.

e Hong commented that MICKEY (like most ciphers) allows “BSW sampling.”
This doesn’t change the price-performance ratio of an attack, but it means
that the attacker can build a ridiculously insanely large attack machine
rather than merely an insanely large attack machine.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced both “MICKEY v2” and “MICKEY-128 v2” as “hardware phase 3”
ciphers.



4.6 Mosquito and Moustique

2005.04 [53] Daemen, Kitsos proposed Mosquito. Daemen, Kitsos later proposed
Moustique, also known as Mosquito v2. Attacks:

e Mosquito: 2006 Joux, Muller stated attacks on Mosquito. In response, the
designers withdrew Mosquito.

e Moustique: 2008.02 Kaesper, Rijmen, Bjoerstad, Rechberer, Robshaw, and
Sekar stated an attack on Moustique about 4 times faster than brute force.
In the corresponding talk at SASC 2008 they announced that a refinement
of the attack would be “about 50 times faster” than brute force.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced “MOUSTIQUE” as a “hardware phase 3” cipher.

The original eSTREAM submission requirements said “A key length of 80
bits must be accommodated”; but I haven’t found a specification of how 80-bit
keys are used in Mosquito and Moustique. Of course, one could simply append
16 constant bits to an 80-bit key, but would the resulting cipher have 80-bit
security, 74-bit security, or something in between? Perhaps the situation here
is analogous to the SOSEMANUK situation, where the maximum key size K
allowed by the designers does not provide K bits of security, but the key size
required by eSTREAM is still safe.

4.7 Pomaranch

2005.04 [96] Jansen, Kolosha proposed Pomaranch (CJCSG) v1. 2005.10 [94]
Jansen, Kholosha, 2005.10 [95] Jansen, Kholosha, 2006.01 [82] Helleseth, Jansen,
Kholosha, 2006.02 [93] Jansen, Helleseth, Kholosha proposed Pomaranch v2.
Jansen, Helleseth, Kholosha later proposed Pomaranch v3. Attacks:

e Pomaranch v1: 2005.09 [48] Cid, Gilbert, Johansson stated an attack. 2005.10
[103] Khazaei stated an attack. 2005.12 [76] Hasanzadeh, Khazaei, Kholosha
stated an attack. Pomaranch v1 was withdrawn by the designers.

e Pomaranch v2: 2006 SAC Hell, Johansson stated an attack. Pomaranch v2
was withdrawn by the designers.

e Pomaranch v3 modified to output many more words of keystream: 2007.01
[56] Englund, Hell, Johansson stated an attack.

e Pomaranch v3: Brute force.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced Pomaranch v3 as a “hardware phase 3” cipher.

4.8 Trivium

2005.04 [42] Canniere, Preneel proposed Trivium; see also 2006.01 [43] Canniere,
Preneel. Attacks:



e Trivium reduced to Bivium: 2006.03 [138] Raddum stated an attack. 2007.04
[124] McDonald, Charnes, Pieprzyk stated another attack. 2008.02 Eibach,
Pilz, Steck stated another attack.

e Trivium with a reduced initialization stage: 2007.01 [153] Turan, Kara stated
an attack on 288 initialization steps. 2007.10 [154] Vielhaber stated an attack
on 576 initialization steps. 2008.02 Fischer, Khazaei, Meier stated an attack
on 672 initialization steps twice as fast as brute force.

e Trivium as specified: Brute force.

Non-attacks:

e 2005.09 [104] Khazaei, Hassanzadeh stated a guess-and-determine attack
slower than brute force.

e 2007.01 [122] [123] Maximov, Biryukov stated a streamlined guess-and-
determine attack slower than brute force.

e 2007.01 [13] Babbage reviewed attack strategies.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
announced Trivium as a “hardware phase 3” cipher.



5 Other eSTREAM submissions

The following table shows the cost of the best attacks known against non-
“phase 3”7 ciphers in eSTREAM. “B-bit security” means that a known attack
has comparable cost to 27 key tests.

Security conjecture|Key size|Cipher
withdrawn| 256 bits| DICING v0
withdrawn| 256 bits| DICING v1
256-bit security| 256 bits|DICING v2
256-bit security| 256 bits|Fubuki
withdrawn| 256 bits MAG v0
unclear| 256 bits MAG v1/v2
broken| 256 bits| MAG v3
256-bit security| 256 bits|Phelix
withdrawn| 256 bits|Py
withdrawn| 256 bits|Py6
withdrawn| 256 bits|Pypy
256-bit security| 256 bits| TPy limited to 264 bytes total for all users
256-bit security| 256 bits|TPy6 limited to 264 bytes total for all users
256-bit security| 256 bits| TPypy
unclear| 256 bits| YAMB
withdrawn| 128 bits|ABC v1
withdrawn| 128 bits|ABC v2
broken| 128 bits|ABC v3
128-bit security| 128 bits|Achterbahn-128 limited to 2** bits per key
broken| 128 bits|Frogbit
withdrawn| 128 bits|Mir-1
withdrawn| 128 bits|Polar Bear v1
128-bit security| 128 bits|Polar Bear v2
100-bit security| 128 bits|ProVEST-4
100-bit security| 128 bits|ProVEST-16
100-bit security| 128 bits|ProVEST-32
withdrawn| 128 bits|SSS
withdrawn| 128 bitsf WG v1
128-bit security| 128 bits|WG v2 limited to 245 bits per key
withdrawn| 128 bits|ZK-Crypt v1
128-bit security| 128 bits|ZK-Crypt v2
128-bit security| 128 bits|ZK-Crypt v3
withdrawn| 80 bits|Achterbahn v1
withdrawn| 80 bits|Achterbahn v2
80-bit security| 80 bits|Achterbahn-80 limited to 24* bits per key
80-bit security| 80 bits|Hermes8
withdrawn| 80 bits|Hermes8F
withdrawn| 80 bits|SFINKS
withdrawn| 80 bits|TSC-3




The rest of this section discusses each of these ciphers in detail.

5.1 ABC

2005.04 [5] Anashin, Bogdanov, Kizhvatov, Kumar proposed ABC v1. 2005.07 [2]
Anashin, Bogdanov, Kizhvatov proposed ABC v2; see also 2005.11 [3] Anashin,
Bogdanov, Kizhvatov and 2006.01 [4] Anashin, Bogdanov, Kizhvatov. The de-
signers later proposed ABC v3. Attacks:

e 2005.07 [23] Berbain, Gilbert stated an attack on ABC v1. 2005.07 [102]
Khazaei stated another attack on ABC v1. In response, the designers with-
drew ABC v1: “We sent the ECRYPT stream cipher project committee an
update. ... We would like the cryptographical community to regard the
updated version of ABC as the basic one.”

e 2006.02 [167] Wu, Preneel stated an attack on ABC v2. In response, the
designers withdrew ABC v2: “We would like to thank the authors for the
nice attack.”

e 2006.08 [172] Zhang, Li, Wang stated an attack on ABC v3: “We show
that, there are at least 2193-7! weak keys among 2'?® random primary keys,
and for each weak key, the expanded key can be recovered with about 2336
keystream words and 2596 operations.” 2007 Wu, Preneel stated a speedup
of the attack; the speedup has only about 296 weak keys but detects a weak
key from about 220 bytes of output and recovers the key from about 232
bytes of output. There has been no response from the designers but there
has also been no dispute.

Non-attacks:

e 2005.09 [106] Khazaei, Kiaei claimed an attack on ABC vl and ABC v2 but
later withdrew the claim.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated ABC from phase 3: “There are security problems. ... All three

versions of ABC have been attacked and the design approach appears to be
flawed.”

5.2 Achterbahn

2005.04 [60] Gammel, Gottfert, Kniffler proposed Achterbahn v1. 2005.10 [61]
Gammel, Gottfert, Kniffler, 2006.01 [62] Gammel, Gottfert, Kniffler proposed
Achterbahn v2. The designers later proposed Achterbahn-80 and Achterbahn-
128; see 2007.01 [63] Gammel, Gottfert, Kniffler. In their talk at SASC 2007,
the designers proposed limiting Achterbahn-80 to 2°2 bits of keystream, and
limiting Achterbahn-128 to 256 bits of keystream. 2007.05 [68] Géttfert, Gammel
proposed limiting Achterbahn-80 and Achterbahn-128 to 2** bits of keystream.
Attacks:



e Achterbahn v1: 2005.09 [99] Johansson, Meier, Muller stated an attack on
Achterbahn v1. In response, the designers withdrew Achterbahn v1.

e Achterbahn v2: 2006.05 [83] Hell, Johansson stated an attack on Achterbahn
v2. In response, the designers withdrew Achterbahn v2.

e Achterbahn-80 as originally specified: 2006.11 [84] Hell, Johansson stated
an attack. 2006.11 [137] [132] Naya-Plasencia stated an improved attack. In
response, the designers imposed a keystream limit on Achterbahn-80.

o Achterbahn-80 limited to 252 bits of keystream: 2007.02 [131] Naya-Plasencia
stated an attack. In response, the designers imposed a smaller keystream
limit on Achterbahn-80.

e Achterbahn-80 limited to 24* bits of keystream: Brute force.

e Achterbahn-128 as originally specified: 2006.11 [84] Hell, Johansson stated
an attack. 2006.11 [137] [132] Naya-Plasencia stated an improved attack. In
response, the designers imposed a keystream limit on Achterbahn-128.

o Achterbahn-128 limited to 2°° keystream bits: 2007.02 [131] Naya-Plasencia
stated an attack. In response, the designers imposed a smaller keystream
limit on Achterbahn-128.

e Achterbahn-128 limited to 2%* keystream bits: Brute force.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated Achterbahn from phase 3 as a result of the attacks listed above

I dispute the effectiveness of the stated attacks. The attack machines need
a tremendous amount of storage and are slower than brute-force key-search
machines of the same size. There is clearly some possibility of parallelizing the
attacks, but it is not clear that the results would be better than brute force.
This dispute might seem purely academic—the attacked forms of Achterbahn
have been withdrawn—but incorrect evaluation of attack costs continues to be
an embarrassment for the community.

5.3 DICING

2005.04 [111] Li proposed DICING v0 and, almost immediately, DICING v1; two
different specifications (and software) were submitted to eSTREAM. 2006.01
[114] Li proposed DICING v2. Attacks:

e DICING v0: 2005.07 [136] Piret stated an attack. In response, the designer
withdrew DICING v0: “The attacks is nice and the cryptanalysis is helpful.”

e DICING v1: Brute force.

e DICING v2: Brute force.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated DICING from phase 3 for performance reasons.

5.4 Frogbit

2005.04 [127] Moreau proposed Frogbit. Attacks:



e 2006.01 [143] [142] Saarinen stated an attack on Frogbit. 2006.01 [151] [152]
Turan, Doganaksoy, Calik independently stated an attack on Frogbit. No
response from the designer, but also no dispute.

Frogbit was eliminated by the eSTREAM committee at the end of phase 1
without comment.

5.5 Fubuki
2005.04 [116] Matsumoto, Mariko, Nishimura, Saito proposed Fubuki. Attacks:
e Brute force.

Fubuki was eliminated by the eSTREAM committee at the end of phase 1
without comment.

5.6 Hermes8

2005.04 [101] Kaiser proposed Hermes8. Kaiser later proposed Hermes8F. At-
tacks:

e 2006.08 [14] [15] Babbage, Cid, Pramstaller, Raddum broke Hermes8F. In
response, the designer withdrew Hermes8F.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated Hermes8 from phase 3 with the following statement: “There are
two versions of Hermes8 currently under consideration: Hermes8 (as submitted
originally to eSTREAM), and the faster Hermes8F. Hermes8F is subject to a
devastating cryptanalytic attack [1]. This attack does not seem to extend directly
to Hermes8; however, the paper does identify serious flaws in the design principles
of the Hermes8 family as a whole.”

5.7 MAG

2005.04 [157] Vuckovac proposed MAG v0 (“Provisional C++ version initially
submitted to the ECRYPT”). The designer later proposed MAG v1 (“different
from C++ version”). The designer later proposed MAG v2. The designer later
proposed MAG v3. See 2005.10 [158] Vuckovac, 2006.01 [159] Vuckovac. Attacks:

e MAG v0: 2005.07 [109] Kiinzli, Meier broke MAG: “We present a very
simple distinguishing attack ... requiring only 129 successive bytes of known
keystream, computation and memory are negligible.” Author’s response was
fairly incoherent but appeared to admit that the attack works: “DA shows
how MAG secure stream can be differentiated from a random stream ... it
appears that the next unknown byte can be predicted with 1/2 probability.”

e MAG vl: Unresolved dispute. The standard presumption is that MAG vl1,
like MAG v0, is distinguishable at very low cost, but the designer disputes
this.



e MAG v2: Unresolved dispute. The standard presumption is that MAG v2,
like MAG v0, is distinguishable at very low cost, but the designer disputes
this.

e MAG v3: Extremely fast; very briefly attracted attention. Distinguishable
at very low cost; I posted distinguishing code to the eSTREAM forum in
2007.02.

MAG was eliminated by the eSTREAM committee at the end of phase 1 without
comment.

5.8 Mir-1
2005.04 [121] Maximov proposed Mir-1. Attacks:

e 2006.01 [148] Tsunoo, Saito, Kubo, Shigeri stated an attack on Mir-1. No
response from the designer but also no dispute.

Mir-1 was eliminated by the eSTREAM committee at the end of phase 1 without
comment.

5.9 Phelix
2005.04 [161] Whiting, Schneier, Lucks, Muller proposed Phelix. Attacks:
e Brute force.

Non-attacks:

e 2006.10 [144] Salehani, Ahmadi claimed an attack but later withdrew the

claim.
e 2006.11 [170] Wu, Preneel pointed out attacks against senders who are unable
to count 1,2, 3, ... and who do not follow the Phelix specification.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated Phelix from phase 3 because of the Wu—Preneel attack. I was, and
I remain, astonished at this action. Attacks against senders who are unable to
count 1,2,3,... should not eliminate an attractive option for senders who are
able to count 1,2,3,...!

The committee statement acknowledged a debate regarding the Wu—-Preneel
attack but gave two arguments in favor of eliminating Phelix:

e The first argument was that the Wu—Preneel attack disproves a claim made
by the Phelix designers. I agree that the Phelix designers made a silly claim;
so what? The claim has nothing to do with security.

e The second argument was as follows: “We believe that the attack does
constitute a genuine threat against real life systems using Phelix. It does
seem plausible that an attacker would be able to mount an attack against
such a system, reusing nonces, and that recovering the key would be a
serious outcome. Attackers are not usually bound by usage rules.” Here the



committee is confusing the attacker with the legitimate sender. The simple
fact is that, when the legitimate sender and receiver use Phelix as specified,
the Wu—Preneel attack doesn’t work. If an attacker repeats a nonce, the
attacker’s packet is simply discarded.

Perhaps Phelix would not have been among the final eSSTREAM selections, but
perhaps it would have been. Having it eliminated for frivolous reasons didn’t
help eSTREAM’s credibility.

The bottom line is that users considering Phelix can simply follow the Phelix
specification and disregard the Wu—Preneel attack.

5.10 Polar Bear

2005.04 [78] Hastad, Naslund proposed Polar Bear v1. They later proposed Polar
Bear v2. Attacks:

e John Mattsson stated an attack on Polar Bear v1. 2005.12 [77] Hasanzadeh,
Shakour, Khazaei stated an improved attack on Polar Bear v1. The designers
withdrew Polar Bear v1. 2006.01 [120] Mattsson discussed the attack in more
detail.

e Polar Bear v2: Brute force.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated Polar Bear from phase 3 for performance reasons.

5.11 ProVEST

2005.04 [133] O’Neil, Gittins, Landman proposed ProVEST-4, ProVEST-16, and
ProVEST-32. Attacks:

e 2007.01 [100] Joux, Reinhard stated an attack on ProVEST. This attack is
slower than brute-force search on a machine of the same size. However, my
current impression is that a refined attack, parallelizing the Joux-Reinhard
attack and reducing its memory requirements, recovers an F-bit key using
time approximately 27/2+4 on a machine of size 2¥/4. In particular, a 128-
bit ProVEST key can be found in time comparable to a 100-bit brute-force
search.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated VEST from phase 3 with the following statement: “A paper due
to Joux and Reinhard [5] describes an attack against the submitted version of
VEST. This practical attack allows the recovery of internal state and means that
the cipher cannot be advanced to the next phase of eSTREAM.” The committee
erred in emphasizing “recovery of internal state”—every cipher leaks information
about its internal state!l—but everyone appears to agree that ProVEST does not
meet the desired 128-bit security level.



5.12 Py and TPy

2005.04 [32] Biham, Seberry proposed Py and Py6. 2006.03 [33] Biham, Seberry
proposed Pypy. 2007.01 [34] Biham, Seberry proposed TPy, TPypy, and TPy6.
Attacks:

e Py modified to generate many more bytes of keystream: 2005.12 [135] Paul,
Preneel, Sekar stated that the first 24 bytes of Py output for 28382 nonces are
quickly distinguishable from uniform. 2006.01 [51] Crowley reduced 28382
nonces to 272 nonces. The designers responded that, according to the Py
specification, attackers are given “less than 2% bytes of key stream.” (This
is a limit on the total data generated by all Py users, not just on the data
from a single key.)

e Py (and Py6 and PyPy) as specified: 2006.08 [168] [169] Wu, Preneel stated
(among other things) that, out of 223 carefully selected nonces, about 27
produce the same Py output stream. They stated similar attacks on Py6
and PyPy. 2006.12 [91] [92] Isobe, Ohigashi, Kuwakado, Morii stated im-
proved attacks, as did 2007.01 [171] Wu, Preneel. In response, the designers
withdrew Py, Py6, and PyPy.

e TPy: Brute force.

e TPypy: Brute force.

e TPy6: Brute force.

Non-attacks:

e 2007.03 [134] Paul, Preneel stated an attack slower than brute force. See
also 2007.03 [145] Sekar, Paul, Preneel; 2007.06 [146] Sekar, Paul, Preneel;
2007.11 [147] Sekar, Paul, Preneel.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated Py etc. from phase 3: “Py and its variants demonstrate a promising
approach that might offer exceptional performance. Unfortunately, however,
there is sufficient analysis [4, 6, 9] to suggest that the submitted versions of
the cipher demonstrate a weakness in the design.”

5.13 SFINKS

2005.04 [40] Braeken, Lano, Mentens, Preneel, Verbauwhede proposed SFINKS.
Attacks:

e 2006.01 [49] Courtois stated an attack on SFINKS. There does not appear
to have been a response from the designers.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
said that SFINKS had already been archived at the end of phase 1. However, the
eSTREAM “End of Phase 1”7 document had actually announced that SFINKS
would be a “hardware phase 2” cipher. There has been no explanation for the
discrepancy.

I dispute the effectiveness of the stated attacks. SFINKS is analogous to
Achterbahn in this respect. See Section 5.2 for further comments.



5.14 SSS
2005.04 [141] Rose, Hawkes, Paddon, de Vries proposed SSS. Attacks:

e 2005.06 [54] Daemen, Lano, Preneel broke SSS. The designers withdrew
the cipher: “A neat attack, thanks. I confess that trying a self-synchronous

stream cipher was a departure from anything that we really knew how to
do...”

SSS was eliminated by the eSTREAM committee at the end of phase 1 without
comment.

5.15 TRBDK3 YAEA

2005.04 [41] Brigham proposed TRBDK3 YAEA. The cipher was eliminated by
the eSTREAM committee at the end of phase 1 without comment. I am not
aware of any security evaluation of the cipher.

5.16 TSC

2005.04 [90] Hong, Lee, Yeom, Han, Chee proposed TSC-3. 2006.01 [126] Moon,
Kwon, Han, Lee, Ryu, Lee, Yeom, Chee proposed TSC-4. Attacks:

e 2005.06 [128] Muller, Peyrin broke TSC-3. The designers withdrew TSC-3:
“I have quickly read through the paper and believe the attacks to be valid.”

e 2007 Zhang, Wang stated an attack that recognizes TSC-4 output using 24°
chosen IVs. The attack works for only 1 out of every 2% keys, but it’s still
better than brute force.

Non-attacks:
e 2006.12 [59] Fischer, Meier, Berbain, Biasse, Robshaw studied TSC-4.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated TSC-4 from phase 3: “While no weaknesses have been reported in
this version of the cipher, previous versions were broken in a range of attacks.
Since there is little supporting security analysis of this cipher, the reliability
of the underlying construction might be open to some question. With regards
to performance, the available metrics do not suggest that TSC-4 would offer
particularly compact hardware advantages over the AES or over other designs
submitted to eSTREAM. Since this is the main focus of Profile II, we have
decided not to advance the cipher.”

5.17 WG

2005.04 [67] Gong, Nawaz proposed WG v1. 2005.07 [129] Nawaz, Gong proposed
WG v2. Attacks:



e 2005.07 [164] Wu, Preneel broke WG version 1. Authors withdrew the cipher:
“We admit that 22 clock cycles for key/IV setup phased as suggested by us
in the original WG paper was too optimistic. ... We therefore recommend
the key/IV setup phase of the WG cipher to be 88 clock cycles. No design
changes are required.”

e 2007.01 [139] Ronjom, Helleseth stated an attack on WG version 2 using
2452 keystream bits and 2*52 simple operations after a precomputation of
complexity 2°2. However, the WG specification limits the keystream to 24°
bits.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated WG from phase 3 with the following statement: “No attacks have been
reported against WG (P2). However, since the linear complexity of the keystream
is around 2%°, the cipher is fully compromised after only a slight relaxation of the
restriction that no more than 2%° bits be generated from a single key/IV pair.
At the same time, the information we have to hand on hardware implementation
suggests that WG (P2) will be larger than we would like.”

5.18 YAMB
2005.04 [52] Lebedev et al. proposed YAMB. Attacks:

e 2005.06 [163] Wu, Preneel stated an attack on YAMB. Several months later,
2006.03 [110] Lebedev, Starodubtzev, Volchkov disputed the attack. This
dispute has not been resolved.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
said that YAMB had already been archived at the end of phase 1. However, the
eSTREAM “End of Phase 17 document had actually announced that YAMB
would be a “software phase 2” and “hardware phase 2” cipher. There has been
no explanation for the discrepancy.

5.19 ZK-Crypt

2005.04 [73] Gressel, Granot, Vago proposed ZK-Crypt v1. 2006.02 [71] Gressel,
Dunkelman, Granot, Vago proposed ZK-Crypt v2 and later ZK-Crypt v3. See
2008.02 [72] Gressel, Dunkelman, Hecht; 2008.02 [81] Hecht, Gressel, Granot;
2008.02 [80] Hecht, Bard, Gressel; 2008.02 [69] Gressel, Bard, Dunkelman, Hecht,
Granot; 2008.02 [18] Bard, Gressel, Hecht; 2008.02 [74] Gressel, Hecht, Granot;
2008.02 [70] Gressel, Bard, Dunkelman, Hecht, Granot; 2008.02 [75] Gressel,
Hecht, Rivkin, Granot. Attacks:

e ZK-Crypt v1: 2005.10 [115] Lubkin, Ryabko appeared to state that ZK-Crypt
output is compressible by a standard move-to-front-plus-Huffman algorithm.
The designers questioned the Lubkin-Ryabko result. 2006.03 [30] Bernstein
confirmed and simplified the result. In the meantime, 2006.01 [143] [142]
Saarinen stated that ZK-Crypt output flunks a simple IV-diffusion test;



2006.01 [151] [151] Turan, Doganaksoy, Calik independently stated that ZK-
Crypt output flunks another IV test. In response, the designers withdrew
ZK-Crypt v1.

e ZK-Crypt v2: Brute force.

o ZK-Crypt v3: Brute force.

The eSTREAM committee’s “Short Report on the End of the Second Phase”
eliminated ZK-Crypt from phase 3 with the following statement: “Zk-Crypt
has poor documentation. This is a great obstacle to anyone trying to attempt
cryptanalysis. In particular, within a limited timeframe, anyone looking over the
set of eSSTREAM submissions with a view to attempting cryptanalysis on one
of them, will almost certainly pick an algorithm that can be understood more
readily. We suspect that there has been little independent security analysis of Zk-
Crypt and, with the documentation to hand, we would expect this to continue in
the third phase. We feel that Zk-Crypt cannot be advanced to the next phase.”
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